
SaaS/Managed Services Security & Readiness Checklist
Review Request Form

Instructions: This form should be filled out by a Montclair State University representative to accompany a completed “SaaS Security & Readiness Checklist” from the proposed “Software as a Service” (SaaS) vendor/provider. It is intended to provide the Information Technology Systems & Security team with necessary background information when evaluating a completed vendor checklist.

Submitter Name: ______________________________________	Campus extension: x__________

Project/Service Name: _________________________________	Date: ______________ 

1) Overview of the services to be provided by SaaS vendor: __________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2) Will the application or services be collecting, storing, or otherwise utilizing PCI-related credit card data?  [ ]Yes   [ ]No
If yes, please describe how credit card data will be used:
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3) Is any University data intended to be shared with or stored by the vendor?  [ ]Yes   [ ]No
If yes, please describe the data required:
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If yes, has the vendor identified the method (upload via secure web interface, secure file transfer, other) for exchanging this data? Please describe:
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4) Will Information Technology be responsible for any user or application support related to this solution? [ ]Yes    [ ]No
If yes, please describe:
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________



 [image: ]

Software as a Service (SaaS/Cloud) and
Managed Services (Hosted)
Security & Readiness Checklist


[bookmark: h.89wvug4w4sdp]Overview
[bookmark: h.1hn0oz1zhduh]
[bookmark: h.e8bfrgtb6ytp]
[bookmark: h.gjdgxs]The Software as a Service (Saas) and Managed Services (Hosted) Security & Readiness Checklist applies to situations where Montclair State University is considering an external hosted service such as an application service provider (ASP) or a software-as-a-service (SaaS) provider. 
 
Applications and services hosted by external service providers bring special challenges.  Among these are service availability, system and application patch management, network security, data handling and privacy protection, incident response, data backup and disaster recovery procedures.   
 
The ability of Montclair State University to service its students, manage its costs and meet its regulatory requirements may be affected by the products, services and systems that are hosted by third party providers. In selecting a host provider, it is important to take into consideration many factors, such as strategic purpose, business objectives, risks, benefits, legal requirements, costs, needs, financial stability, performance capabilities and technical and operational requirements.  
 
This checklist is a guide for evaluating the security of an external hosting service that will be providing hosting services for Montclair State University information. 





[bookmark: h.6i9109pw2ch4]
	[bookmark: h.i45kopgsl46u]To be completed by Hosting Provider

	
Please provide a Yes or No answer to each question. If a question is not applicable, enter “N/A” in the comments section. Please provide details in the comment section when asked or as necessary to complete a question thoroughly. You may attach a separate sheet as necessary. If doing so, please include the question number before each comment.



[bookmark: h.f9myxyytt4gl]
[bookmark: h.rr00ikhcsvii]

[bookmark: h.7sv21u5gztte]Section 1: General Policies, Procedures and Compliance
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	[bookmark: h.xieyv2rriq0i]1.1  Does your organization have a documented and provable information security policy in place that details your information protection program for both logical (systems and applications) and physical security? 

[bookmark: h.dfv8yncevbds](Example list of items included in an information security policy: organization structure, physical security, employee hiring and termination procedures, data classification and loss prevention, access control, server and client systems management & security, network security, remote access procedures, backup and disaster recovery, etc.) 
	[bookmark: h.s0xo8pmt8829]
	[bookmark: h.7d4gciovaj5c]
	[bookmark: h.npfuqr3hz4t1]

	[bookmark: h.ggsd2k68kkwq]1.2  Is the information security policy internally reviewed and updated on a periodic basis? 
	[bookmark: h.r5ga7byqa2jd]
	[bookmark: h.hjpeq7719eu0]
	[bookmark: h.ez4e014r2h1n]

	[bookmark: h.17tgney6fyt6]a. What is the frequency of review? (weeks, months)
	[bookmark: h.t58uc9k063dv]---
	[bookmark: h.501o5lqznjvx]---
	[bookmark: h.g4vcpu74n6h6]

	[bookmark: h.gxe16an46uhn]1.3  May a copy of your information security policy be reviewed by Montclair State University’s Information Technology, Purchasing, Auditing, and/or Legal departments? 
	[bookmark: h.w4gmxn5e9f5w]
	[bookmark: h.h860tekd0n14]
	[bookmark: h.cqrku5dddh2t]

	1.4  Do you outsource any processing to another third party provider? 
	[bookmark: h.opwq2c902245]
	[bookmark: h.216nwmfzv0jn]
	[bookmark: h.7dmuz7ny9noj]

	a.  If Yes, list the names of outsource provider(s). 
	[bookmark: h.ay53ugtpkox4]---
	[bookmark: h.iflem036otoe]---
	[bookmark: h.3ned6oqkllgb]

	[bookmark: h.g1s7yxsqvmeo]1.5  If outsourcing is done, have you determined that the security policies of the provider comply with your own? 
	[bookmark: h.1bjui6lyyne9]
	[bookmark: h.haipzokdr7cr]
	[bookmark: h.f9hnmlkcifhs]

	[bookmark: h.ojp6q4enpr0]1.6  If outsourcing is done, are any of your outsourced providers’ facilities located outside of the United States?  If YES, please list the countries in the Comments field. 
	[bookmark: h.4xp7x39sdd0t]
	[bookmark: h.qynnd41jg2mk]
	[bookmark: h.5l9rmzhmfaza]

	1.7  In order to protect the confidentiality, integrity and 
availability of Montclair State University’s confidential information, does your organization ensure that:
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.2zbzcn7n2hzd]---

	[bookmark: h.4mzwv3ccf0he]a.  Information and services are provided only to those authorized? 
	[bookmark: h.ijdzbbj8sg7y]
	[bookmark: h.eg0j41furb9]
	[bookmark: h.cpf0wgg02o5g]

	[bookmark: h.bxkbd8ur01ll]b.  Information is protected so that it is not altered maliciously or by accident? 
	[bookmark: h.62hhbxge9idk]
	[bookmark: h.p2duzqit86a6]
	[bookmark: h.wrznn64jt394]

	[bookmark: h.d3k7rrxzxruk]c.  Information and services are provided in conjunction with your disaster recovery and business continuity planning policy? 
	[bookmark: h.cdgecs6hjjl2]
	[bookmark: h.imdflii1my95]
	[bookmark: h.zch3fg4i88uo]

	[bookmark: h.alqcfjtdxg2]1.8  Does your organization maintain a business continuity and/or disaster recovery plan?
	[bookmark: h.33gntqnr5uwu]
	[bookmark: h.3vhxagpqc6lr]
	[bookmark: h.66341nh51tpu]

	[bookmark: h.38ijtkpl52vq]1.9  Is the business continuity and/or disaster recovery plan internally reviewed and updated on a periodic basis?
	[bookmark: h.wogswh8ym392]
	[bookmark: h.q1lff1bjd67g]
	[bookmark: h.w86t4bk9sdep]

	[bookmark: h.bara8nm5w93z]a.  What is the frequency of review?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.8gsb6gqx0k5d]

	[bookmark: h.amzvn6vv7p9s]1.10  Does your organization actively maintain an internal document repository accessible to all key personnel for all systems, applications, and data inter-dependencies?
	[bookmark: h.e6c4who2rg4o]
	[bookmark: h.7z6d04a1m0x6]
	[bookmark: h.t7zsr9doulhe]

	[bookmark: h.qryeif8dk47m]1.11  Does your organization utilize (sub-contract) any hosted services related to the services provided?
	[bookmark: h.geqikjw63ttg]
	[bookmark: h.a1sqfytzoyh5]
	[bookmark: h.wnod3anhmzdw]

	[bookmark: h.jnjfu1xrc9tf]1.12  Does your organization maintain PCI-DSS compliance for hosted applications that perform credit card transactions?
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]

	[bookmark: h.jnjfu1xrc9tf]1.13  Does your organization maintain HIPAA compliance (specifically the HIPAA Privacy Rule and Security Rule) for hosted applications that store, manipulate or transmit health information?
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]

	[bookmark: h.jnjfu1xrc9tf]1.14  Does your organization maintain FERPA compliance for hosted applications that store, manipulate, or transmit student education records?
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]

	[bookmark: h.jnjfu1xrc9tf]1.15  Does your organization maintain GLBA (Gramm-Leach-Bliley Act) compliance for hosted applications that store, manipulate or transmit financial information?
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]

	[bookmark: h.eus3dmm3cnnk]1.16  Can a copy of your most recent external audit report be provided to Montclair State University for review? (i.e. SAS70-Type II report, external audit report and/or executive summary of audit)
[bookmark: h.du9c8jdkbe5v]
[bookmark: h.jnjfu1xrc9tf]For PCI, please include your most recent PCI audit document.
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]

	[bookmark: h.jnjfu1xrc9tf]1.17  Do you have a privacy policy to prohibit the sharing of customer information, except as allowed by privacy legislation exceptions?
	[bookmark: h.qpsfshdy8kr0]
	[bookmark: h.p3uwdbpyyrf]
	[bookmark: h.dkfp46rqqkid]


[bookmark: h.oxa6drhffn8l]
[bookmark: h.ytgsu0sec0zb]
[bookmark: h.ai26fs7iin99]
[bookmark: h.7u2dcg6lmxfc]Section 2: Service Continuity
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	[bookmark: h.8qpynqlohrzc]2.1  Does your organization maintain an active redundant site at another location that can be used in the event of a disaster/failure?
	[bookmark: h.ym5xkni0oly6]
	[bookmark: h.5ekuob49maw2]
	[bookmark: h.mzz987e5rb7t]

	[bookmark: h.t06szeo2omoc]a.  Approximately how many miles are between the two sites?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.evt2h5lqhsat]

	[bookmark: h.r20l8mj81u9]b.  Has your organization confirmed the primary and secondary sites are on separate utility grids?
	[bookmark: h.46aqgoj8obs2]
	[bookmark: h.v7bg9tsgg3nh]
	[bookmark: h.1vd60omau41n]

	[bookmark: h.a4mve5bvxje5]c.  Does the fail over of services require an interruption to the services provided? If yes, how long would it take to recover the services provided?
	[bookmark: h.j52syl2q3qzy]
	[bookmark: h.it01q0k5lv0k]
	[bookmark: h.thf5x4yidz3f]

	[bookmark: h.qq5v4car6mbz]2.2  What type of testing do you conduct to maintain the integrity of the redundant sites (i.e. simulation drills, walk-through exercises, tabletop exercises, actual drills, etc.)?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.kguwl9z2nis4]


[bookmark: h.30j0zll]

[bookmark: h.tyjcwt]

Section 3: Data Center Facilities & Security
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	3.1  Does your organization use a co-location facility for any of your sites (primary or secondary)? If yes:
	
	
	

	a.  Does the co-location facility provide a physically segregated container (room, cage, etc.) for your equipment? 
	
	
	

	b.  Is the container locked at all times?
	
	
	

	c.  Is the container restricted to authorized personnel only?
	
	
	

	d.  Does the facility provide monitoring & surveillance?
	
	
	

	3.2  Are physical security measures in place to protect Montclair State University data from modification, disclosure, and destruction?
	
	
	

	3.3  Are all facilities protected by environmental controls (smoke detectors, fire suppression systems, water sensors, uninterruptible power supplies (UPS), and temperature sensors)? Please detail.
	
	
	

	3.4  Is all data center facility access checked for authorization and logged? Please detail procedures.
	
	
	

	a.  Are all visitors required to sign in and be accompanied by an escort at all times?
	
	
	

	3.5  Are external audits performed on the physical and information security controls?   How often?
	
	
	

	3.6  When was the last audit performed?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	





[bookmark: h.f6w7i3kni3x8]Section 4: Data Storage & Protection
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	[bookmark: h.kyctfvja1ib7]4.1  Does your organization maintain active data storage protection (RAID, redundant storage arrays, etc.) If so, list the types in use related to the services provided.
	[bookmark: h.kajponegy2mj]
	[bookmark: h.qw4a4h5ra055]
	[bookmark: h.bx1av2x6r6d]

	[bookmark: h.n1er2h23x72m]4.2  Does your organization maintain passive data storage protection (file archiving, tape backup, etc.) If so, list the types.
	[bookmark: h.9z21donby0z4]
	[bookmark: h.7zbzswymm7gu]
	[bookmark: h.ppj0r4hbw1oe]

	[bookmark: h.2e70b3g9hdk6]a.  Does your organization maintain segregated backups for each client or is it co-mingled?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	4.3  Are system, application, and data backup & recovery procedures updated and tested periodically?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]a.  What is the frequency of review? Of testing?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]4.4  What is the estimated time to restore a provided service should you experience a serious business interruption that lasts more than one business day? 
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]4.5  Is access to backup media and data (online and offline) restricted to authorized individuals only?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]4.6  Is backup media and data encrypted?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]4.7  Is backup media rotated to off-site and secure storage?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]4.8  Does your organization utilize it’s own site or a third party provider for off-site backup storage?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]a.  If third party, what is the name of the company?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.4vp0g1ijxkob]

	[bookmark: h.2e70b3g9hdk6]b.  Do you maintain a log of all storage media by location and content?
	[bookmark: h.kdzcbdewvvy2]
	[bookmark: h.yxx2pwzetron]
	[bookmark: h.4vp0g1ijxkob]


[bookmark: h.b24yrck3etdt]
[bookmark: h.lwo9iiae0idh]Section 5: Systems & Network Security
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	[bookmark: h.hpj0d7shzrnj]5.1  Does your organization have functionally separate Security and Systems staff and/or departments?  Please detail.
	[bookmark: h.uqws8ycuud0b]
	[bookmark: h.v945qzqjpbw4]
	[bookmark: h.dq492jotmsig]

	[bookmark: h.b4csjjd1alhc]5.2  Are your employees/contractors required to sign a confidentiality agreement?
	[bookmark: h.3e7b84dpw6vu]
	[bookmark: h.btyyeojccamr]
	[bookmark: h.ir12bqh7px6j]

	[bookmark: h.v9alk1ped33j]5.3  Do you have a mandatory security awareness program in place for employees to make them aware of confidential information, the company’s security policies and standards and good security practices?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.4  Are procedures in place for reporting and responding to possible security incidents?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.5  Is penetration testing conducted at least annually to determine vulnerability of network and to determine the level of damage that could occur if compromised?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.6  Does your organization use a local Intrusion Prevention System(s) IPS?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.7  Does your organization use a local Intrusion Detection System(s) IDS? 
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.8  Do you log unauthorized access attempts to the system and/or network?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.9  Do you preserve event logs in case of a breach or investigation?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]a.  If so, long are logs retained?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.10  Are logs kept in a secure, central location, separate from the system components?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.11  Are operating system patches and updates applied in a timely manner?
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]

	[bookmark: h.v9alk1ped33j]5.12  Is appropriate anti-virus software employed and regularly updated? 
	[bookmark: h.a8zzt1fckaa9]
	[bookmark: h.myo0m0a81mye]
	[bookmark: h.2td3k2wo8o1o]


[bookmark: h.qsmz7o7dh55c]
[bookmark: h.1t3h5sf]

[bookmark: h.38548f8bsnbi]Section 6: Application Security
	[bookmark: h.xj3nrgur211z]Question:
	[bookmark: h.a1ou6ju8pxed]Yes
	[bookmark: h.c5f8ewxctkpr]No
	[bookmark: h.4u74w4lm8ixz]Answer/Comments:

	[bookmark: h.eiogflaava2]6.1  Are logical security measures in place to protect Montclair State University’s data from modification, disclosure, and destruction? 
	[bookmark: h.hleyyn3izmzi]
	[bookmark: h.4k0qvfikeb6s]
	[bookmark: h.jhfaq3l1axkx]

	[bookmark: h.kdp06bfk70vs]6.2  Will Montclair State University application data be securely segregated from the data of other customers?
	[bookmark: h.l4htb9p22q7o]
	[bookmark: h.ca6dr7dklop]
	[bookmark: h.yvz7qsz0tu54]

	[bookmark: h.i691adc2jkxi]6.3  Will encryption be used on any of Montclair State University data? If YES, please indicate the encryption to be used and where in the Comments field.
	[bookmark: h.g76kc8q5oqox]
	[bookmark: h.ktcz7ql6by6y]
	[bookmark: h.apzml4abe7sh]

	[bookmark: h.kbwczhv2w167]6.4  Who within your organization or at a sub-contractor's organization will have access to Montclair State’s data?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.jbyns2h2ik69]

	[bookmark: h.pnxkwujqiet7]a.  Under what circumstances are they authorized to handle/view our data?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.upr09w9ozrh7]

	[bookmark: h.lkeyta68ryzu]6.5  Is there a documented process to verify a requester's identity and the need-to-know before access is given to Montclair State University information?
	[bookmark: h.ep0qb4inw26j]
	[bookmark: h.9x29pahd7jr4]
	[bookmark: h.gix8683ij5w]

	[bookmark: h.s2mk2iksl3g5]6.6  Are reviews conducted to validate that user access is appropriate?  (i.e. inactive accounts, employees who have changed job responsibilities or who have terminated employment)
	[bookmark: h.czb71sefxj3q]
	[bookmark: h.ltevf2iw6n2g]
	[bookmark: h.clnxf5ifextf]

	[bookmark: h.xvagah9guv15]a.  If yes, what is the frequency?
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.1yuyqnllpxqd]

	[bookmark: h.gxrbjnxq7utp]6.7  Do you immediately disable or modify access entitlements when an employee’s status changes (termination, transfer, etc)? 
	[bookmark: h.6qr1amuyqegz]
	[bookmark: h.sax0y339gpdu]
	[bookmark: h.a1otrrp6c4ys]

	[bookmark: h.2t1xcn1iu251]6.8  Who will handle the administration of the users in the application(s)? (Montclair State, your organization, others)
	[bookmark: h.nr3e3xr4nlmr]---
	[bookmark: h.dg7h8dgzfhuf]---
	[bookmark: h.jig9lht31hv3]

	[bookmark: h.fpnfrdgc6fm1]6.9  Do you log unauthorized access attempts to the application(s)?
	[bookmark: h.1xw0aahpavjb]
	[bookmark: h.qqqx4q2879s]
	[bookmark: h.jkrd9ycl8x4z]

	[bookmark: h.zgfgf4uoxvu6]6.10  Do you preserve user event logs in case of a breach or investigation?
	[bookmark: h.e4bsiee42yl3]
	[bookmark: h.3giz8sdi6fgu]
	[bookmark: h.4b033gixwnqe]

	[bookmark: h.alpo4uwhfe2e]6.11  Are logs kept in a secure, central location, separate from the system components?
	[bookmark: h.wu3bmswv8ziu]
	[bookmark: h.q5xc661x10qn]
	[bookmark: h.5lj414d5a0do]

	[bookmark: h.n1k26kq0nhrb]6.12  How long are logs retained?
	[bookmark: h.nr3e3xr4nlmr]---
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